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Cyberspace?

By Robert Litwak and Meg King

SUMMARY

U.S. policymakers have compared the challenge of managing threats in the
cyber domain to that of controlling nuclear weapons during the Cold War. The
United States and China are currently negotiating what would be the first cyber
arms control agreement to ban attacks on each other’s critical infrastructure

in peacetime. The Obama administration believes such an agreement could
lead to a broader ““international framework’” of norms, treaties, and institutions
to govern cyberspace. Arms control and deterrence are longstanding U.S.
policy instruments that are being revived and retooled to meet contemporary
cyber challenges. But the utility of these Cold War strategies, which constitute
necessary but not sufficient measures, will be inherently limited owing to
fundamental differences between the nuclear and cyber domains.
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Howvever, unlike the nuclear weapons under the control of states, cyberspace (along with the oceans, air, and
outer space) is part of the world’s shared spaces—what the United Nations calls the “global commons”—that
is integral to globalization and a domain in which non-state actors can increasingly exercise power and influence
rivaling that of states.

CYBER THREATS

The Internet—short for inter-networking—emerged in the 1970s through pioneering work supported by the
Defense Advanced Research Projects Agency (DARPA) of the U.S. Department of Defense. What started as

an initiative to facilitate scientific research among a small community of essentially approved users expanded
exponentially when the Internet went commercial in the late 1980s. The number of global users of the Internet
has now topped 3 billion people, and concerted efforts in the developing world to close the digital divide will add
billions more. In tandem with the skyrocketing growth of the Internet, which now permeates all facets of our
society and economy, has been a dramatic increase in security threats.

Cyber expert James Lewis likens the Internet to the “Wild West™ in which “we pit weak defenses against
skilled opponents:” Those opponents range from individual hackers to terrorist groups, and from criminal
organizations to state sponsors. The cyber threats generated by these perpetrators are likewise diverse. Indeed,
there is no universally accepted definition as to what precisely constitutes a cyberattack. The term is often used
interchangeably with cyberespionage, cyberterrorism, cybercrime, and cyberwarfare. To clarify these eliding

and confusing usages, Yale Law School scholars, writing in “The Law of Cyber-Attack]” offered a concise, narrow
definition: “A cyber-attack consists of any action taken to undermine the functions of a computer network for a
political or national security purpose?’

Under this definition, politically motivated cyberterrorism would meet the criteria of a cyberattack, whereas
cybercrimes (such as credit card fraud) that do not have a political or national security objective would not. Nor
would cyberespionage (which, of course, the United States itself extensively employs) constitute a ““cyberattack
if the action did not compromise the functioning of a computer network. President Obama told President Xi that
the Chinese government’s large-scale cyber-enabled theft of intellectual property for commercial advantage “has
to stop” because it had essentially crossed the line from cyberespionage to large-scale cybercrime.”

At the other end of the threat continuum, a cyberattack crosses the definitional threshold into cyberwarfare

if its effects are equivalent to an armed attack.? In 2012, State Department Legal Adviser Harold Koh explicitly
confirmed that a cyberattack whose consequences amounted to an armed attack could trigger the right

of self-defense under UN Charter Article 51, and that international law governing armed conflict (e.g., the

norm distinguishing between military and civilian targets) would apply to cyberwarfare. The U.S. approach to
cyberattacks potentially triggering an armed counterresponse focuses on consequences—deaths, damage, and
large-scale disruption. Addressing the thorny issue of attribution—identifying the perpetrator of a cyberattack—Koh
declared that “states are legally responsible for activities undertaken through ‘proxy actors; who act on the State’s
instructions or under its direction or control:”® In an apparent reference to China, Koh noted that not all countries
accept the principle that international law applies in cyberspace. Indeed, on the core issue as to what constitutes
a cyberattack, China, as well as Russia and other members of the Shanghai Cooperation Council, view the issue
through a political prism, emphasizing the use of information technology by adversarial parties to engage in “mass
psychological brainwashing to destabilize society and state!”*° This expansive definition of cyberattack is a bald
effort to block political content on the Internet that the Beijing and Moscow regimes find potentially threatening to
regime stability and survival.
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In the cyber domain, the United States faces a multiplicity of threats generated by a multiplicity of hostile parties.
In 2012, Defense Secretary Leon Panetta declared that the vulnerability of the U.S. power grid, transportation
system, financial networks, and government institutions created the specter of a ““cyber-Pearl Harbor” The most
destructive such scenario, he stated, would be ““cyberactors launching several attacks on our critical infrastructure
at one time, in combination with a physical attack’”** When discussing the possibility of a cyber-Pearl Harbor, one
must distinguish between state and non-state actors. Cyber experts question whether a non-state actor would

be capable of conducting a mass-casualty cyberattack. Such an attack, according to U.S. Naval Academy professor
George R. Lucas, “simply outstrips the intellectual, organizational and personnel capacities of even the most
well-funded and well-organized terrorist organization, as well as those of even the most sophisticated international
criminal enterprises?”*? As cyber analysts PW. Singer and Allan Friedman note, taking down critical infrastructure,
such as the power grid, “doesn’t just require the skills and means to get into a computer system. It requires
knowing what to do once you're there!”® This assessment parallels that of WMD specialists who are skeptical that
a non-state terrorist group, lacking the industrial capabilities of a state, could construct an unconventional nuclear,
chemical, or biological weapon to carry out a mass-casualty attack. That judgment holds for now. But for both the
cyber and WMD domains, the open question regarding non-state threats is how long these practical constraints
on mass-casualty weaponization will remain.

STATE-SPONSORED CYBERATTACKS

In March 2011, on the eve of the U.S.-led NATO intervention in Libya to topple Qaddafi, the Obama administration
debated whether to open the air campaign with a cyber-offensive to penetrate the Libyan military’s computer
network and disrupt the air defense system. After internal deliberations, the administration refrained, fearing the
move would set a precedent Russia and other countries could seize on to mount their own cyber-offensives.

A few weeks later, on May 2, 2011, the Obama administration also balked at a narrower proposed cyberattack
to prevent Pakistan’s radar from spotting the helicopters carrying U.S. special forces on the mission targeting
Osama bin Laden.* Neither of these attacks would have met the definitional criteria for cyberwarfare because
the disruption operations aimed at these defense facilities would not have generated the deaths and damage of
an actual armed attack. Despite these instances of reticence, several states have been charged with conducting
cyberattacks either directly or through proxies. These cyberattacks, the most prominent of which are discussed
below, vary by type, attribution, and consequence.

Russia’s cyberattack on Estonia, 2007—In spring 2007, Estonia was the target of a denial-of-service attack
that forcibly shut down websites and other online platforms. The attack overloaded the servers and crashed the
websites of the Estonian parliament and government ministries, political organizations, newspapers, and banks.
The scale of the attack, which proved more disruptive than damaging, suggests that botnets (a global network
of compromised computers) were used to flood the websites. The precipitant of the attack was evidently the
Estonian government’s decision to relocate a Soviet-era statue commemorating the victory over Nazi Germany.
The Estonian government publicly accused Russia of perpetrating the attack. Though the attack was eventually
attributed to Russian nationalist ““hacktivists;” no definitive link between them and the Russian government was
established. A former chief scientist at the Pentagon’s Defense Advanced Research Projects Agency, described
the attacks as ““more like a cyber riot than a military attack]” while another former senior U.S. cybersecurity official
said that the “prevailing assessment” was that no ““state actor’” was involved in this denial-of-service attack.’®
Nonetheless, this episode has been called “the first explicit large-scale attack for political rather than economic
purposes.”®
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Russia’s cyberattack on Georgia, 2008—Like the Estonian attack of 2007, a denial-of service attack employing
botnets compromised Georgian government and media websites in summer 2008, but the country’s critical
infrastructure was not disrupted. Because this cyberattack immediately preceded Russia’s late August military
incursion across the Georgian border in support of ethnic separatists in the Abkhazia and Ossetia, Georgia
attributed it to the Russian government. But subsequent analysis could not establish a direct link between the
Russian “patriotic hackers™ who launched the cyberattack and the Russian government.

The U.S. Stuxnet attack on Iran, 2008-2010—The U.S. cyberattack on Iran’s nuclear program utililizing the
Stuxnet computer virus marked the first sustained use of a cyberweapon against an adversarial state’s industrial
infrastructure. As reported by David Sanger of the New York Times, the incoming Obama administration
accelerated the attacks, code-named Olympic Games, which the Bush administration had initiated in response
to the growth of Iran’s uranium enrichment site at Natanz.' The focus of the cyberattack were the thousands
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armed attack) in Iran’s nuclear infrastructure; and (3) cyberespionage, even on the scale of the OPM hack by China,
falls within the traditional parameters of espionage and does not cross the definitional thresholds of a cyberattack
or cybercrime.

ARMS CONTROL AND DETERRENCE

Escalating Threats

Attacks among states in cyberspace are escalating. In the wake of the U.S. Stuxnet attack on Iran’s nuclear
infrastructure, the Tehran regime retaliated with three waves of cyberattacks on American banks in August

2012. That same month, according to former National Security Agency director Keith Alexander, Iran launched

a cyberattack on the Saudi Arabian national oil company’s computer network.??The sharp escalation in state-
sponsored cyberattacks prompted the New York Times to editorialize: “The best way forward is to accelerate
international efforts to negotiate limits on the cyberarms race, akin to the arms-control treaties of the Cold War."%
President Obama has similarly analogized between the nuclear and cyber arms races.

In the nuclear domain, the United States has advanced state-based strategies to curb capabilities and manage
the escalatory risks of superpower competition. Unlike cyber capabilities, nuclear weapons have been in the

sole custody of states. State-based strategies have been pursued to reassure non-nuclear states to forego

the weapons option, and to induce or compel nuclear weapons states to secure their arsenals to prevent the
“leakage’ of a weapon to a terrorist group. The same state-based rationale has been applied to terrorism. State
sponsorship has sharply declined since the 1970s because of the punitive costs that the international community
has imposed on states that use terrorism as an instrument of policy. A persisting challenge is “passive sponsors;’
states that turn a blind eye because they lack the capacity to control their sovereign space or are sympathetic to
the political goals of the terrorist groups operating on their territory.

Policy Opportunities and Challenges

An analogous state-based strategy for the cyber domain would leverage the mutual interests of states as
stakeholders in preserving the *““global commons?” All states have an interest in ensuring that the Internet operates
smoothly—for example, by eliminating “botnets”—and combatting cybercrime.?This is the starting point—

“the low-hanging fruit;” as two cyber experts put it—for creating the “international framework” of norms and
institutions that President Obama has proposed.

Another priority should be to bring to fruition the negotiations between the United States and China on a
cyber arms control agreement to ban state-sponsored cyberattacks on critical infrastructure during peacetime.
The Obama administration views that potential bilateral agreement as a base upon which to develop a global
consensus of states.

The bedrock of a state-based strategy to address cyber challenges is sound national policies, codified in domestic
law and enforced. Such measures address the cyber analogue to the passive sponsor challenge in counter
terrorism. But key to this approach is incentivizing states to rein in non-state actors (individuals and groups)
conducting proscribed activities. The bind is that authoritarian states like Russia and China have an interest in
preserving “patriotic hackers™ as a policy instrument (while maintaining plausible deniability) and in controlling
politically threatening Internet content that would be protected speech in democratic states.

These elements of what one could characterize as “arms control in cyberspace™ are necessary, but not sufficient.
As during the Cold War, arms control needs to be buttressed by a robust strategy of deterrence in both its
variants—deterrence by denial and deterrence by punishment.
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In the cyber realm, deterrence by denial would entail defensive measures that frustrate an adversary’s ability to
achieve its objective. On the individual level of personal computers, anti-virus and anti-malware software that
block outside intrusions are a form of deterrence by denial. As significant as a ““cyber arms control agreement”

to ban attacks on critical infrastructure might be in normative terms, the necessary complement are effective
cyber defense mechanisms—strengthening computer networks to block unauthorized access and increase their
resilience—that would frustrate a potential attacker. In these terms, the Chinese hack of the OPM database

was a stunning failure of deterrence by denial. Deterrence by denial has important implications for crisis stability
because, in the “cyber Pearl Harbor” nightmare scenario, it can significantly reduce the incentive that an adversary
like Russia might see in initiating a preemptive strike. Crisis stability is a thorny issue as cyber probes of computer
networks that fall within the realm of espionage could have unintended escalatory consequences if perceived by
the target state to be the prelude to an attack.

Deterrence by punishment would hold states accountable for cyberattacks which either they or their proxies
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