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https://www.historicvehicle.org/automotive-navigation-systems/
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CURRENT STATE OF CONNECTIVITY AND SECURITY 

Today’s cars are capable of sharing information with each other and have been for a number of years 

now.  Some cars connect via cellular signals through telematics services, e.g. OnStar, serve as mobile 

hotspots for Wi

http://www.iqpc.com/media/1001748/37529.pdf
https://www.tripwire.com/state-of-security/featured/state-connected-cars-secure/
http://www.iqpc.com/media/1001748/37529.pdf


http://www.iqpc.com/media/1001748/37529.pdf
https://www.nhtsa.gov/technology-innovation/vehicle-cybersecurity
https://www.nhtsa.gov/technology-innovation/vehicle-cybersecurity
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SECURING THE VEHICLE

https://mcity.umich.edu/wp-content/uploads/2017/12/Mcity-white-paper_cybersecurity.pdf
https://mcity.umich.edu/wp-content/uploads/2017/12/Mcity-white-paper_cybersecurity.pdf
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“ 

safety Vehicle Intrusion Protected Applications (EVITA). These three institutions have been expanding 

their models while working together, so that all these threat models can be designed and implemented 

swiftly to protect the future of the automotive industry. The University of Michigan goes on to say that 

“The existing models by the NHTSA and EVITA are good, comprehensive examinations that look at 

automotive applications and their vulnerabilities but omit considerations about specific sources and 

actors behind security threats, their motivations, and how they weigh the risks involved in considering an 

attack”.11 

As technology becomes more advanced and more autonomous, the cybersecurity that is needed to keep 

it secure becomes more difficult and intricate. When a new component is implemented into the system, 

all the other systems’ security features need to be reevaluated to make sure that the newly implemented 

system works with its current security. If it does not, then the entire security system needs to be 

redesigned to make sure that all the systems 



https://eu-smartcities.eu/sites/default/files/2017-10/Connected_and_Autonomous_Brussels.pdf
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These five changes to our infrastructure will allow for a more prosperous growth of the autonomous 

vehicle industry.   

A CSO article written in 2017 by Lohrmann, states that internet of things (IoT) technology is quickly 

developing and has become a hot topic, but cybersecurity and the known vulnerabilities associated with 

IOT technologies do not receive the attention that they should. One such example of IoT device hacking 

is what is known as a Distributed Denial of Service (DDoS) attack, which in certain instances has caused 

multiple utilities to be shutdown.13  The Harvard Business Review stated: 

 “Simple computer bugs can also cause significant glitches in control 
systems, leading to major technical problems for cities. Once hackers 
invade smart city control systems, they can send manipulated date to 
severs to exploit and crash entire data centers.”14  

As a whole, smart city infrastructure requires a lot more development before it can provide the general 

public with confidence in its abilities.  

Nick Ismail with Information Age states that with the current influx of people moving into urban areas, 

the adjustment to smart city infrastructure could end up saving five trillion dollars by 2022.15

https://www.csoonline.com/article/3205764/internet-of-things/who-cares-about-smart-city-security.html
https://hbr.org/2017/04/smart-cities-are-going-to-be-a-security-nightmare
https://www.information-age.com/smart-cities-lead-cost-savings-5-trillion-123469863/
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SMART REGULATIONS &  

INTERNATIONAL REGULATORY HURDLES    

In nearly every sector, antiquated and static regulatory frameworks are being challenged by new and 

emerging technologies, and the automotive industry is no exception. Advancements in autonomous 

vehicle technology have presented a major challenge when it comes to the U.S. regulatory framework. 

Technological developments are progressing at a much faster rate than policymakers can keep up with. 

Current regulations are based, with good reason, on a tradition of motor vehicles that have been manually 

operated by humans. Yet even the technologies integrated into many vehicles that are on our roads today 

already assume certain responsibilities in the operation of themselves, stretching the efficacy of existing 

regulatory mechanisms. The eventual elimination of humans as chief operators all together will only 

exacerbate this tension.  These unresolved issues have left local, state, and federal policymakers struggling 

to keep pace. 

Figure 1: Major regions accommodating deployment and testing of autonomous vehicle technologies on public 

roads. 
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https://www.scientificamerican.com/article/uber-self-driving-car-fatality-reveals-the-technologys-blind-spots1/
https://www.scientificamerican.com/article/uber-self-driving-car-fatality-reveals-the-technologys-blind-spots1/
https://medium.com/syncedreview/global-survey-of-autonomous-vehicle-regulations-6b8608f205f9
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autonomous taxi service and have plans to implement the service fully by the end of 2018.23 With different 

countries progressing at different rates, those that do not begin to seriously focus on finding solutions 

and driving innovation will find themselves falling behind
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hubs will increase as more people seek to live there, potentially causing a housing shortage in these areas, 

as demand will outstrip available supply.  

Furthermore, according to statistics presented by Razin, private automobiles spend just 5% of their time 

actually in use, while these vehicles stayed parked during the remaining time. The need for parking has 

resulted in around 500 million parking spaces in this country, which is commercial real estate. In an age 

https://www.forbes.com/sites/elyrazin/2018/03/11/how-driverless-cars-could-disrupt-the-real-estate-industry/#3f2c538113c1
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So no, we are not ready yet for a fully-autonomous future, but we are not far off, and we are getting closer 

every day. The relentless forward march of technology means that soon the capability for autonomy will 

arrive. We must work to ensure that we are prepared on all other fronts for that day.  

RECOMMENDATIONS  

Keeping an open mind and thinking in the long-term is just as important as looking at the short-term. For 

example, safety has been a major concern with the multitude of accidents and failures that have been 

associated with autonomous vehicle testing and development. All of the concern is understandable, but 

it is also important that we do not shy away from continuing to make improvements and find solutions to 

these problems.   

Education is a crucial component of any societal movement. Fear of the unknown is another natural 

reaction that we have as humans. It is important that policymakers and the public are kept up to date 

with enough transparency to understand what is going on in the industry. Knowledge is power and an 

educated public and government will be much more understanding and willing to find ways to overcome 

the multitude of hurdles that accompany the changing landscape. 
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